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In today’s world, personal information security is becoming one of the most 

important issues, as the spread of information technology and the growth of digital 

information increase the use of incomplete, untimely and inaccurate information; 

cases of illegal use of information technology; negative information influence; 

unauthorized dissemination and use of information, violation of its integrity, 

confidentiality and accessibility [4]. Information security of a person is characterized 

as a state of protection of a person from influences that can change mental states and 

psychological characteristics, modify his or her behavior and restrict freedom of 

choice against his or her will and desire. It is important to understand that personal 

information security is not limited to technical aspects, but also has significant social 

components [6]. 

Communication in the online environment, the use of social networks, and 

involvement in joint projects – all this creates new opportunities for personal 

development, but at the same time conceals threats, as it becomes a problem for both 

individual users and society as a whole. The information space of a new society often 

becomes a tool for shaping the feelings, consciousness, and behavior of its citizens 

[2]. For several decades now, the world’s leading countries have been developing 

tactics and strategies for conducting information wars, the concepts of which include 

the creation of means of dangerous influence on the information spheres of other 

countries, disruption of the normal functioning of information and telecommunication 

systems, and gaining unauthorized access to information resources [1]. A particular 

danger is posed by the unlawful use of special means of influence on individual, 

group and public consciousness, which causes devaluation of spiritual values and 

propaganda of mass culture based on the cult of violence, on newly created values 

that contradict spiritual and moral values traditionally accepted in society. The 

decline in the spiritual, moral and creative potential of the population significantly 

complicates the training of labor resources for the introduction and use of the latest 

technologies. All this refers to external sources of information security. One of the 

internal sources of the threat is the decline in the effectiveness of the education and 

upbringing system [3]. 

In view of this, the problems of theoretical understanding of information 

security, analysis and assessment of the main information threats in the context of the 



Proceedings of the 1st International Scientific and Practical Conference  
"Scientific Innovation: Theoretical Insights and Practical Impacts"  

January 13-15, 2025 
Naples, Italy 

 

106 
 

russian-Ukrainian war and practical implementation of information resistance to 

protect the national sovereignty and territorial integrity of Ukraine, as well as 

protection of the population from psychological influences and manipulations, have 

become particularly relevant for our country [5]. Understanding the social aspects of 

information security is important for developing effective strategies to protect 

individuals from the destructive effects of information flows and to form their 

information culture and literacy (the ability of a person to use modern information 

technologies in everyday life and professional activities; the ability to perceive and 

critically evaluate information, control and distribute information flows, determine 

the reliability of information sources, identify biased messages, unclear or ambiguous 

arguments, logical) [2]. 

The issue of information security and culture in times of war is a matter of 

survival for individuals, society and the state. After all, ensuring information security 

is not only in the interests of the state, but also in the interests of the individual in the 

context of ensuring his or her rights and freedoms. The basis of modern information 

security is data integrity, information availability, confidentiality and reliability. 

Information security includes not only the regulatory and political component, but 

also the institutional sphere, which involves the activities of the bodies that ensure it, 

as well as the use of software and hardware [7].  

It is worth noting that in an environment where a whole range of information is 

designed to manipulate public opinion and human consciousness and is presented 

using physiological and psychological methods and means of perception, the issue of 

a low level of information culture is becoming increasingly important, which leads to 

a decrease in a person's ability to critically perceive, analyze and evaluate the 

information received. In this case, the ability to form one’s own opinion is practically 

absent [5]. 

Today, the term «emotional fake» is actively used when emotionally colored 

words are used to disseminate information that affects the human psyche and allows 

it to be manipulated. In general, it is always necessary to critically assess information, 

especially in the following cases: when the source of the information is unknown, the 

headline is clearly manipulative, the content contains value judgments and is 

emotionally colored, and there is no reference to an official source of information. 

The tendency to manipulate is a dangerous factor in a war, which is undoubtedly 

being waged in full on the information plane as well. The terms «information 

warfare», «information weapons» and «information terrorism» have long been used, 

but in wartime they take on a completely different meaning in view of the threats that 

exist [4].  

Therefore, the state's priority task is to promote the formation of an information 

culture in society. One of the elements of such a culture is the ability to analyze 

information and filter the sources of its dissemination. It is quite reasonable to believe 

that information security implies: an appropriate level of information culture, i.e. 

theoretical and practical training of an individual, which ensures the protection and 

realization of her vital interests and harmonious development in the information 

society regardless of the presence of information threats; the ability of the state to 



Proceedings of the 1st International Scientific and Practical Conference  
"Scientific Innovation: Theoretical Insights and Practical Impacts"  

January 13-15, 2025 
Naples, Italy 

 

107 
 

create conditions for harmonious development and satisfaction of the individual’s 

needs for information regardless of the presence of information threats; guaranteeing, 

developing and using the information environment [7]. In this context, it is necessary 

to note the importance of the educational component, which consists in systematic 

training in information security and information culture in secondary and higher 

education institutions, as well as advanced training for employees of state authorities 

and local self-government bodies who work with information [1].  

It is undeniable that modern threats to information security pose a challenge far 

beyond the borders of the state and encroach not only on the national space but also 

have severe global consequences. Therefore, in order to prevent and counter modern 

information threats, it is necessary not only to adopt a regulatory framework but also 

to ensure the functioning of an institutional mechanism for ensuring information 

security, including the educational component [3]. It is about consistent systematic 

activities of state and legal institutions that would effectively implement national 

interests in the information sphere, would be able not only to respond in a timely 

manner to the spread of fake news and false information, but would also be able to 

prevent information conflicts and shape the information culture of society as a whole.  

In addition, given the existing global threats and challenges, it seems possible to 

effectively counteract information aggression by involving international 

organizations, institutions and the international community in this process. After all, 

as the realities of today show, there are no borders when waging war in the 

information field [6].  

Thus, ensuring information security in wartime is a complex technical, political 

and legal activity of authorized bodies aimed at protecting the state, society and 

human beings. In wartime, the protection of the state's information security is a 

priority, as it directly affects the security of society as a whole and each individual in 

particular. 

In the future, we consider it necessary to study the mechanisms for ensuring the 

information security of the individual and analyze foreign experience in addressing 

the problem of information security of citizens. 
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